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MHCTpYKUMA nonb30oBaTensst KopnopatuBHoro aHtusupyca ForeFront Client

BBepneHue.

B BawweM pacnopsiXxeHmn HaxXo0AUTCS COBPEMEHHbIN MPOoAYKT HeobXxoaMMbIN ANns 3awnTbl Bawero
NMepCOHaNbHOro KOMMbKOTEPA OT BO3MOXHbIX Yrpo3 CBSi3@aHHbIX C 3apaxeHumeMm [MK BpeaoHOCHbIMU
nporpammamu (BMUPYCbl, TPOSIHbl, CETeBble 4epBuW..). [MporpaMMa aBTOMATU4YECKWM MpoBepPSieT BCe
OTKpblBaeMble haliibl Ha NpeaMeT BPeAOHOCHOro koada, 6yab To pain co CbeMHoOro Hocutensa (Auck,
dn3WwKa), MHTEpHEe- KOHTEHT, CETEBOWN AMUCK UK (ala BNOXEHHbIN B MOYTOBOE CoobLieHune.

OnucaHue npoaykra.

B cucteMHOM Tpee, BO3/1€ 4acCoB, Bbl AOJIKHbl BUAETb 3HAYOK KJ/IMEHTAQ, CVIFHa}'IVIBVIpy}OIJJ,VIVI (0}
TEKYLWEM COCTOAHME 3allUTbl UIN BbINOJIHAEMbIX UM 3ajad. B 3aBucumocTn ot TEKYLWLEro COCToAHUA
CMMBOJ1 3Ha4YKa MMeEET 4YeTbipe Buaa.

1). KnMeHT 3anyLueH u COCTOsIHME CUCTEMbI B HOPME, NMOTEHLMasbHBIX YIPo3 He 0GHapyXeHo.
| B 12:34

2). MerloTca He Kputndeckune npobnembl (He 3arpyxXeHbl CBEXUE aHTUBUPYCHbIE OMUCaHUSA, He
AOCTyneH cepBep O06HOB/IEHUI, BbISIB/IEHbI HE KpVITVIl-IHbIe npobnembl 6e3onacHoCcTH).

| @[l s21

3). TpeBora, obHapy>eH BMPYC UK Kputndyeckasl npobnema 6e3onacHocTy.

| @ B 1242

4) B AaHHbIN MOMEHT BbIMOJIHAETCS aHTUBUPYCHOE CKaHNpOoBaHWE CUCTEMDI.

}l@gm

B cnyyae oTcyTcTBUSA 3HauKa, npocbb6a 06paTUTLCS B CNYX6Y-TEXNOAAEPKKN ANA PELUEHUS AaHHOro
BOMpoca.

Mpn  obHapyXeHun yrposbl MporpaMMa MOXeT Bbl4aTb npegynpexaatowee OKHO,
MHpopMupytowlee nonb3oBaTend o6 o06HapyXeHHOW OMnacHOCTW, €& YypOBHE OMacHOCTM ¢
NpeanpuHATbIX aHTUBMPYCHOW MporpaMMon AencTBuMaAX. Ha AaHHbIA MOMEHT nporpamma He uMmeeTt
PYCCKOSI3bIUHOI0 MHTepdelica n Bce coobLeHns BblAAOTCS Ha aHIMIMNCKOM Si3blKe.
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T =100 x|
®daiin  Mpaeka Bua MsbpanHoe Cepeuc Cnpaeka ’ ",’
QHasaa ~ ) - (T | Phove onamka | & 3 X €) | [E-
Aapec: I@ GiitcUni_crk.zip j Mepexoa
HasgaHne = 2 I Tvn [ ¥nako, .. I Cna... I Pazmep | L3 Fit l fata l
Ini MpunoxeH1e 18KE Hert 36 KB 50% 21.02.2006 18:21
Microsoft Forefront Client Security ¥arning 3
@ Review harmful or potentially unwanted software
Programs that may compromise your privacy or damage your computer
were detected, Understanding alert levels, Access ta files may be
suspended until an action is taken. For information on how to run the files
without cleaning them contact your administrator.
Name I alert level | Status ]
% Trojan:Win32/Small.BA  Severe Active
Cancel |
1\ Potentially harmful software detected [Z]
To protect yvour computer, click to take actions, or right click
on the natification icon for more options.
t!nycxl J & 3 < “&'} G:\tc6Uni_crk.zip

[aHHble O TeKylleM COCTOsAHMM 6e30nMacHOCTM KOMMbioTepa aBTOMAaTM4YeCKM nepenarTcs Ha
cepBep MOHUTOPUHIa As9 06paboTkM AaHHbIX U AallbHENLWLNX AENCTBUI CO CTOPOHLI Nosb30BaTens npu
obHapy>xeHuun yrpos (3BOHOK B CNy»Xby Tex-noaaepxku n T.4.) He TpebyeTcs.

AononHuTtesibHble ONnLuum.

B 3aBMCMMOCTM OT HacCTpoeK 3afdaHHbIX CUCTEMHbLIM agMUHUCTpATOpoM Bam MoryT ObITb
AOCTYNHbI AONOJTHUTENbHbIE ONUNN.

HaxaTne npaBoi KHOMKW MbIWW Ha 3HA4YOK aHTUBMpPYCa B Tpee Bbi3blBAET BCMNJ/ibiBAlOLLEE MEHIO
C nyHkTamu: Open u Exit. NyHkT Open aHanornyeH ABOMHOMY KJIMKY MbILW, Bbi3blBalOLEMY rNaBHoe
OKHO nporpammbl. NMyHKT Exit BbI3biBaeT MEHIO OTKIOYEHUSA @aHTUBUPYCHOM 3aLLMThl.

|-|pl/| OBOMHOM K/IMKE MbIWbK Ha 3Hauyke dHTUBUPYCa BbI3bIBAE€TCA r1aBHOE OKHO MporpaMmbl
nmeroLlee B CBoen BerHem yacTu rnaBHOe MeHIo. B HeM cogepxaTcsa cnefyrowme nyHKTbI:

Home - HauyanbHOe OKHO nMporpammsl
Scan — OKHO CKaHWpoBaHus
History - Uctopus

Tools - Onuun

Help - Cnpaska

Ha Bknagke Home Bblgaetca nogpobHas umHdopMaums O COCTOSHUWM KOMMNbIOTEpPA, BEpCuUu
@HTUBUPYCHOW NPOrpaMmMbl, OCHOBHbIX HaCTpOMKax U BEPCMN aHTUBUPYCHbIX 6a3.
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(%) Microsoft Forefront Client Security
o\ ~ Microsoft*
~$/L?/~' Gﬁ, Home ,= Scan |~ f(a History Q Tools @ |+ Forefront
Client Security

Protection against malicious and unwanted software

|-@No unwanted or harmful software detected.

‘Your computer is running normally.

Status
Last scan: Today at 10:27 (Quick scan).
Scan schedule: Daily around 13:00 (Full system scan) and every 4 hours {Quick scan).
Real-time protection: on.
Antivirus definition: Version 1.53.56.0 created on 04.03.2009 at 21:54.

Antispyware definition: Version 1.53.56.0 created on 04.03.2009 at 21:54,

Ha Bknagke Scan J0OCTYNHO BbiNajaklee MeHK Bbl60pa ThNa CKaHMpoBaHMA KOMNbOTEPA:

Quick Scan - ckaHMpoBaHWe CUCTEMHbIX (haliNoB M TEKYLMX 3anyLEHHbIX MPOLLECCoB;
Full Scan - nonHoe ckaHMpoBaHWe KOMMblOTEPA U BCEX AWUCKOB;

Custom Scan - cKkaHMpOBaHWe OTAEsNbHbIX NanoK U AMCKOB Mo Bbi6Opy Nosb3oBaTens;
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(®) Microsoft Forefront Client Security

N\ P 2 Microsofte

\‘-A—? Q, Home /"' Scan : w @ History Q Tools @ |+ Forefront
Client Security

Quick Scan

Protection against malicious and unwan Full Scan

|-@Check for new definitions

Updated definitions enable detections of the latest harmful or unwanted software and prevent it from
running on your computer,

Custorn Scan...

Check for Updates Now

Wiew troubleshooting tips on the web

Status
Last scan: Today at 8:40 (Quick scan).
Scan schedule: Daily around 5:00 {Full system scan) and every 4 hours {Quick scan).
Real-time protection: on.
Antivirus definition: Version 1.0.0.0 created on 14.09.2006 at 17:43.

Antispyware definition: Version 1.0.0.0 created on 11.10.2006 at 2:56.

(&) Microsoft Forefront Client Security
Microsoft*

\,‘:A-? Q, Home /"" Scan | v @ History Q Tools @ | = Forefront
Client Security

Protection against malicious and unwanted sof|

g; Select scan options

How do you want to scan your computer?
¢ Quick scan
¢ Full system scan

@ Sean selected drives and folders: Select... I

Scan Mow |
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(") Microsoft Forefront Client Security

Microsoft*

\E*‘?/ @y Home /"’ Scan | v ‘3 History Q Tools @ |+ Forefront
Client Security

Protection against malicious and unwanted software

/;/) Select scan options

How do you want to scan your computer?

€ Quick scan (&) Microsoft Forefront Client Security g - x|
" Full system scan
¢ Scan selected drives and folders Select... I poleck diives anrd folders toiscan;

F-C Anck 3,5 (A
M MokansHe anck (C:)

WINDOWS

- Documents and Settings
ﬂ' - Program Files

-O Sun

[7]  System Volume Information

[ tmp

:

O

wimpub
Hoebii ToM (D:)
VYMADDITIONS13.813 (5:)

+
=

00 B2-8-8-58-8-8-5

et
=

| OK I Cancel

Ecnn B paHHbIE MOMEHT BbINOMHAETCA CKaHMpoBaHMe, TO B OKHe Scan oTobpaxaeTca Tekyliee
COCTOSIHME npouecca CKaHMPOBAHUW U MHGOPMaLUA O HEM (BpeMsa CcTapTa CKaHWMpOBaHWSA, MpoLso
BpeMeHU, KOIMYECTBO NMPOCKAHMPOBAHHbIX (annoB N TEKYLLMA CKAaHMPYEMbIA 06BbEKT).
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() Microsoft Forefront Client Security
o~ Microsoft*

&4 ¢ | tistory £ Tools (3) |+ Forefront
Client Security

Scanning. .. ) - | Stop Scan

{Custom scan)

Start time: 9:21

Time elapsed: 00:00:08

Objects scanned: 352

Object: CAWINDOWS\$NEServicePacklninstall$laccwiz. exe

B cnyyae obHapy»xeHus yrpo3 B OkHe Scan oTobpaxaeTcs CNMCOK 3apaXXeHHbIX dainoB C AOCTYMNHbIM
BbiNadawoLWwmMM MeHto Bbibopa AencTBuiA Hag paniom:

Remove - yganuts;

Quarantine - noMeCcTUTb B KapaHTUH;

Always allow - Bcerga nponyckaTb He BbINOAHAS HUKaKNX AeNCTBUN Haa dalniniom;
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Microsoft Forefront Client Security
Microsoft*

’\EA?/ ﬁ, Home /"' Scan | v ‘—3 History Q Tools @ | v Forefront
Client Security

Protection against malicious and unwanted software
k.9 Scan Results
N
1 items detected
o Help prevent the spread of harmful and potentially unwanted software, Join Microsoft Spyhet,

Select an action to apply:

| Name I Alert level I Action l Status l
% Trojan:Win32/SmallBA Severe |Remove ~|

Remo
Quarantine
Always allow

Category:
Trojan

|»

Description:
This program is dangerous and executes commands from an attacker,

Advice:
Remove this software immediately,

Programs that may compromise your privacy or damage your computer were detected. You can still access the file without removing the
threat, although this is not recommended. To do so, select "always Allow" as the action and click the "apply Actions" button. If this option is
not available, log on as an administrator or ask an administrator for help.

Detected by:
Definition file |

Smatt Clean Apply Actions |
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OkHO History COAEPXKUT UCTOPUIKO O BbIABJIEHHbIX Yrpo3aX U BbIMOJIHEHHbIX OEeNCTBUSIX.

crosoft Forefront Client Securi
- . = SEanEE . Microsoft*
€L3) @ rome B , ) Forefront:
R Client Security

¢, History

Reviews all program activities,
To review of monitor items that wou've permitted ko run on wour computer, go to Allowed items.
Tao remove or restore items that are prevented From running, go to Quarantined itemns.,

ﬂ Help prevent the spread of harmful and potentially urwanted software, Join Microsoft Spybet,

Programs and actions:

Mame: | Alert level | Action Taken | Date Stakus |
@' Trojan:windzfsmall, Ba Severe Quarantine 04,03,2009 11:29 Error encountered
Error encountered: Y

Code 0x80508021. An unexpected problem occurred. Install any available updates, and then try to start the program again. For
information on installing updates, see Help and Support,

Category:
Trojan

Description:
This program is dangerous and executes commands From an attacker,

Advice:
Remove this software immediately,

&l

Clear History |
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OkHo Tools BbIBOAUT OKHO nporpaMmMmbl C TOHKNMUA HaCTpOﬁKaMM KJTMEHTA:

‘\ Microsoft Forefront Client Security
S~ Microsoft*

\gﬁ:: ﬁ, Home /= Scan | v 3'(3 History Q Tools @ |+ Forefront
Client Security

Protection against malicious and unwanted so

Tools and Settings

Settings
“Ty  Options - Microsoft Spyhlet
( ’.'(, Choose how you want the program to run Join the online community that helps
o identify and stop spyware infections

Tools

T = Quarantined items | Software Explorer
?.- Remove or restore software that was { View or monitor all software that is
p-ﬁ prevented from running running on your computer

. View software that vou have chosen not Get more tools and the latest security
to monitor information online

Allowed items q Microsoft Forefront Client Security website

MyHKT Options coaepuUT cneayollne napaMeTpsbl:
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icrosoft Forefront Client Security

Microsoft*

Forefront
Client Security

O Options

0 Some settings are managed by your system administrator,
Automatic scanning

¥ automatically scan my computer (recommended)

Freguency: |Da\ly .:l
Approximate time: IS:E«D d
Type; J¢Full system sean) [

# Run a quick scan on my computer multiple times per day

L«

Scan inkerval: IEa_.'gyy 4 hours

¥ Check For updated definitions before scanning
¥ apply default actions to items detected during a scan

Default actions

Choose the action that you want to display {or apply, if you selected Apply default actions in Automatic scanning) when items with
these alert levels are detected, Understanding alert levels.

High alert items: |DeFault action (definition-based) e |
Medium alert items: IDefau!t action (definition-based) _'J
Low alert items: IDefault action {definition-based) ;!

¥ Help protect this computer by applying recommended actions after items are detected,

Real-time protection options
¥ Use real-time protection {recommended)

Choose which security agents you want to run, Understanding real-time protection
= Auto Start

[ system Configuration {Settings)

¥ Internet Explorer Add-
[# Internet Explorer Configurations {Settings)
[# Internet Explorer Downloads

7 :

§ ~ Application Execution

S

vices and Drivers

~ Application Registration
@ windows Add-ons
[ On access Protection

Choose if this program should notify you about:
¥ Software that has not et been ed for risks
[= Changes made to your computer by software that is permitted ta run

Choose when the program icon appears in the notification area:
€ oOnly when an action is required
@ plways

Advanced options
¥ Scan the contents of archived files and folders for potential threats
¥ Use heur to detect p
[V Create a restore point before applying actions to detected items

at hasnt been analyzed for risks

tentially harmful or unwanted behavior by so

Do not scan these files or locations:

d:NTDS
D:ASYSYOL

Remove

Do not scan these file extensions (example *.jpg):
| Add Remoye

Do not scan files accessed by these processes:

Bl

Add...

[

Remoye

Administrator options

[# Use the program

When this
on the comp

ipts ta run or install itself
v remove harmful

ntially unwanted software att
n the computer, and autc

ing is on, all users are alerted if spyware or other pol
. This program will check for new definitions, regulai
1y & scan.

ystem from viruses and other malicious software {recommended)

are and potentially unwanted software (recommended)

I Allow everyone to use this program
Allow users who do not have administrative rights to scan the computer, choose actions to app
software, and review all program activities,

y ko potentially unwanted
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MyHkT Microsoft SpyNet - oTkpbiBaeT WEB-cTpaHumuy SpyNet nocBsLEHHY0 HOBbIM yrpo3am.
MyHkT Quarantined Items oTtobpaxaeT cnncok ganaoB NOMELWEHHbIX B KapaHTUH.

MyHkT Software Explorer oTob6paxaeT TeKkyliMe 3anyLlieHHble NporpaMMbl, NPOLLECChl, MPOrpaMMbl
3anyckaloLwmecs npu BKJIKOUYEHUM KOMMbIOTEpPA:

Microsoft Forefront Client Security
Microsoft*

@AA/ ﬁ‘ Home /5 Scan | ‘(a History Q Tools ® |~ Forefront

—

Client Security

Protection against malicious and unwanted software

,.&" Software Explorer

View or manage important security-related areas of the computer, Using Software Explorer

Category: IStartup Programs _:I
Name I Classification - OnepayuvoHHan cucTema Microsoft® Windows®

Publisher Not Available ‘

St s File Name: Explorer.exe
4@ superoDoctor Application Not yet classifiet Display Name: OnepauvoHHana cucTema Microsoft® Windows®
N B Description: MNpoBoAHKK

Microsoft Corporation Publisher: Microsoft Corporation
Digitally Signed By: Microsoft \Windows Yerification Intermediate PCA
J Microsoft CTF Loader Permitted File Type: MNpunoxexne
@8] Microsoft Forefront Client Sec... Permitted Fi:e Path: F:\WINDOWS\Explorer exe

; $ i 3 File Size: 1054208

Cvirtual Machine Additions Bermitted File Yersion: 6.00.3790,3959 (srv03_sp2_rtm.070216-1710)
B ONepauroHHan cucTema Micro, .. JEEGE| Date Installed: 15.03.2007 14:00:00

Startup Type: Registry: Local Machine

Location: SOFTWARE |Microsoft\windows NT\CurrentVersioniwinlogonishell
ATI Technologies, Inc. Classification: Permitted

Ships with Operating System: Yes

jOnepaumHHaﬂ cvcTema Micro,..  Permitted

ATI Desktop Component Mot yet classifiec

< £

Refresh | Remoye

Disable Enable

NyHkT Allowed Items oTob6paxaeT CMMCOK UCK/TOYAEMbIX OT CKAHMPOBaHUSA hannos.

MyHkT Microsoft Forefront Client Security website oTkpbiBaeT WEB-cTpaHuuy Microsoft
nocesiweHHyto npoaykty Forefront Client.

MeHto Help-(?) Bbi3biBaeT BbiNajatoLlee MeHo CO ClieayowmMMm NyHKTaMu:

Help - BbI30B cnpaBku No nporpamme;

Check for Updates - 3anpocutb o6HOBNEHMUS;

View Privacy Statement Online - nidopmauma o KOHGUAEHUNANbHOCTU MH(OPMaLWUK;
Exit - Bbik/lOYEHMEe NporpamMmbl;

About Microsoft ForeFront Client Security - wuHdopMaumsa o Bepcunm nporpaMmbl WU
onucaHue BUPYCHbIX 6as.
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(*)Microsoft Forefront Client Security
P Microsoft*

\S-A:}/ @y Home /” Scan | v ‘3 History Q Tools @ |+ Forefront
Client Security

Protection against malicious and unwanted so

- R ("I Microsoft Forefront Client Security | _>_S]
@) History -
Forefront
Client Security

o .
Review all prog
To review or m
To remove or o

Copyright @ 2006, Microsoft Corporation. All rights reserved,
0 Help prevent the <

System information:

Client Yersion: 1.5.1937.0

(Mame  [Engine Version: 1.1.2101.0 [
Antivirus definition: 1.0.0.0
Antispyware definition: 1.0.0.0

Programs and actions:

Suppork

For more information on the program, visit the Microsoft information page at
http:/fgo.microsoft.com/fwlinkf?LinkId=64530,

View more information about this program online

Warning: This software program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion
of it may result in severe civil or criminal penalties, and will be prosecuted to the
fullest extent of the law.

Clear History, |




